Risk Assessment Guide under CUA ICTS2021
*For CUA ICTS2021 procurements only. Please do not circulate for use beyond procurements under CUA ICTS2021*


For detailed information about contractual liability and risk assessment, always refer to the Risk Workbook.

The following table is the risk assessment conducted at the whole of government level for CUA ICTS2021. The risk assessment was conducted with the top 10 Customers of the CUA ICTS2021. The risks identified in this table are considered the typical risks that may arise from the provision of ICT services under the CUA with the maximum probable loss compounded to provide coverage to all agencies at the whole of government level. 
There may be some risks that are not applicable to your project or service procured under this CUA. Conversely, there may be project specific risks that are not listed in the table and should be included. 
Instructions:

1. Consider the applicability of the Risks 1 to Risk 15 and the controls available in your agency. 
2. Assess the consequence, likelihood and risk impact of each risk (see excerpt from Risk Workbook at the end of document) using your agency’s risk reference tables.
3. Estimate the maximum probable loss that could arise as a result of each risk and update the “Max Probable Loss” column.
4. Ensure the information is captured in the same format as Appendix A- Risk Register of the Risk Workbook.
5. Add any additional risks at the bottom of the table and repeat Steps 2 to 4.

6. Send your Request document or Quote Form together with the completed Appendix A – Risk Register to your RiskCover Funds Services Contact. 
Project Name: ____________________

Estimated Contract Value (inc. extension options and GST): ____________________

Name of Respondent/s: __________________
 Please note that the table below is provided as a sample to assist with understanding the potential ICT risk exposures and is developed by Finance for the CUA ICTS2021 from a whole of government perspective. 
	Risk #
	Risk
What can go wrong?

	Insurance/ Liability
	Consequence/ Result
	Controls
Mechanisms in place to prevent the event occurring or limit its impact
	Consequence Category and Level
(A)
	Likelihood
(B)
	Risk Impact
(A x B)
	Max Probable Loss

A $ estimate of any costs /damages that could be incurred.

	1
	Service standards do not meet contractual requirements (leading to significant breach).
	Professional Indemnity, 

(Clause J) - Party to Party Liability
	· Failure to achieve the anticipated project benefits
· Service level agreement not met
	· Customers to clearly articulate controls and measures in the order form to develop clear unambiguous scope.

· Customers have a responsibility to manage the performance of the Contractor.

· Service level agreement and financial penalties imposed if contractors fail to meet service levels.
· Progress meetings as part of contract management.

	Financial (2) about $500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Possible (2)

(at an individual agency level)
	Moderate (4)
	$1.5 million

	2
	Incomplete data capture from the old system, unauthorised changes to data during migration or data migration failure. 
	Professional  Indemnity, 

(Clause J) - Party to Party Liability, (Clause L) – Loss of Data
	· Contractor causes a loss of data/ data corruption for the Customer (e.g. during migration)

	· Most Public Authorities have data backup. 

· Agencies have an implementation plan prior to any data migration. Contractors will only work on test environments and have strict checks before implementation in production environments.
· The Buyers Guide will include information to explain risks around data losses and 
	Financial (3)

Technical (3)

Reputation (3)

Legal (4)

Project (3)


	Possible (2)
	For Financial, Technical, Reputation and Project: Moderate (6)

Legal: High (8)
	$5 million

	3
	Breach of confidentiality/ security of working files compromised during migration
	Professional Indemnity,

(Clause I) - Party to Party Liability 
	· Breach of Privacy Act and confidentiality of data and information is compromised. 
	· General conditions of contract and applicable legislation and regulation.
· Contractors have to sign acceptable use agreement.

· Contractors may not have access to agency’s computer network.
· Agencies requests for Police clearances and integrity check if Contractor is required to work with confidential information.
· Agencies specify on the Quote Form the information that is confidential.

· Agencies require Contractors to sign confidentiality agreements.
	Reputation (2)

Legal (2)
	Possible (2)
	Moderate (4)
	None

	4
	Damage to agency’s property or ICT equipment causing system error or system downtime
	Liability General
	· Equipment needs to be replaced

· Project delayed
	· The General conditions of contract protect the customer against Faulty or Unsatisfactory services. Under this clause the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Specific service level agreement and penalties if contractors fail to meet service levels.

· Agency has disaster recovery plan
	Financial (2)

Commercial (2)

Technical (2)
	Possible (2)
	Moderate (4)
	$1.5 million

	5
	Occupational health and safety (OSH) event where CUA Contractors attending unfamiliar sites do not receive OSH information from Public Authority.
	Public Liability
	· Personal injury to Department employees or visitors
	· Buyers Guide and Customer education to emphasise need for public authorities to provide advice on OSH.

· Requirement for Contractors to hold Workers Compensation insurance cover as a condition of contract

· Contract Manager to monitor that CUA Contract complies with condition of contract i.e. holds Workers Compensation for the term of the CUA.
	Operational/ Compliance (2)
	Unlikely (1)
	Low (2)
	None

	6
	Motor Vehicle incident
	Motor Vehicle Insurance
	· A service may require the specified personnel to travel to an Agencies location to deliver the service – Ie IT support for Agriculture – Company from Perth is required to travel to Bunbury and crash the car. 
	· Require Contractors to hold Motor Vehicle insurance cover as a condition of contract

· Contract Manager to monitor that CUA Contract complies with condition of contract i.e. holds Motor Vehicle for the term of the CUA
	Operational/ Compliance (2)
	Unlikely (1)
	Low (2)
	$30M is considered appropriate

	7
	System development model or tools recommended by Contractor not suitable for delivery of the system causing unforeseen system or interface failure during development (such as hardware, software, development tools, financials)
	Professional Indemnity

(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Project delayed or terminated

· Further budget required to rectify error to system

· Failure to achieve anticipated project benefits


	· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Most Public Authorities have data backup. 

· Agencies have an implementation plan prior to any data migration. Contractors will only work on test environments and have strict checks before implementation in production environments.

· The Buyers Guide will include information to explain risks around data losses and
	Financial (2) about $500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Unlikely (1)
	Low (2)
	$ 0.5 million

	8
	Underestimation of technology capacity requirements (workstation, server, LAN, WAN or others)
	Professional Indemnity
	· Project delayed or terminated

· Further budget required to rectify error to system

· Failure to achieve anticipated project benefits


	· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Agencies have an implementation plan prior to any environment going live. Contractors will only work on test environments and have strict checks before implementation in production environments.

· Change management controls
	Financial (2) about $500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Unlikely (1)
	Low (2)
	$ 0.5 million

	9
	Unauthorised changes to scope by contractor 
	Professional Indemnity

(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Damage to ICT environment and equipment needs to be replaced

· Budget required to rectify error

· Project delayed


	· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Agencies have an implementation plan prior to any environment going live. Contractors will only work on test environments and have strict checks before implementation in production environments.

· Robust governance framework for scope changes prior to any changes going live.

· Progress meetings as part of contract management.
	Financial (2) about 500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Unlikely (1)
	Low (2)
	$ 0.5 million

	10
	Untested changes are made to the production environment during implementation causing unforeseen problems
	Professional Indemnity

(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Budget required to rectify error

· Project delayed


	· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Robust governance framework prior to changes going live.

· Progress meetings as part of contract management.
	Financial (2)

Project (2)
	Possible (2)
	Moderate (4)
	$ 0.5 million

	11
	Failure to complete the project by the specified implementation date
	(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Budget required for an interim solution

· Project delayed


	· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.
· Robust project management process

· Service level agreement and financial penalties imposed if contractors fail to meet service levels.
· Progress meetings and regular reporting as part of contract management.
· Agencies implement pricing models linked to key milestones and key performance indicators. 
	Financial (3)
Project (3)

	Possible 2
	Moderate – (6)
	$5m

	12
	Unacceptable system performance, both in relation to availability and response times
	Professional Indemnity

(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Agency’s services to their customers affected

· System downtime

· Budget required to rectify errors

· Project delayed
	· Clear unambiguous scope Customers need to clearly articulate controls and measures in the order form.

· Customers have a responsibility to manage the performance of the Contractor.

· Service level agreement and financial penalties imposed if contractors fail to meet service levels.
· Progress meetings as part of contract management.

· User Acceptance Testing clauses in General Conditions of Contract and Schedule 13 in Request.

· Agencies have an implementation plan prior to any environment going live. Contractors will only work on test environments and have strict checks before implementation in production environments.


	Financial (2)

Project (2)
	Possible (2)
	Moderate (4)
	$ 0.5 million

	13
	Contractor with government email misuse the government identity 
	Professional Indemnity

(Clause I) - Party to Party Liability, (Clause J) – Indirect Losses
	· Fraud

· Conflict of Interest 
	· General conditions of contract and applicable legislation and regulation.
· Contractors have to sign acceptable use agreement.

· Contractors may not have access to agency’s computer network.
· Agencies requests for Police clearances and integrity check if Contractor is required to work with agency’s email and resources.
	Reputation (2)

Legal (2)
	Possible (2)
	Moderate (4)
	None

	14
	Staff proposed in the tender response are not provided under the contract.
	N/A
	· Failure to complete the project by the specified implementation date.

· Financial and resource blow out 
· This transition of resources may cause some time delays
	· General terms and conditions protect for this, the resources provided must have similar skills and experience and it is at agency’s discretion to accept alternate staff proposed.

· Contract management processes to ensure alternate staff is performing to the required standards.

· General conditions of contract protects the customer against Faulty or Unsatisfactory services where the Contractor must re-supply the service at no cost, does not have to pay for the Faulty Service and the customer may seek reimbursement for cost of substitute services and the expenses resulting from having to purchase substitute services.


	Financial (2) about $500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Possible (2)

(at an individual agency level)
	Moderate (4)
	$1.5 million

	15
	Loss of key project staff during the contract period 
	N/A
(Potential for (Clause J) -Indirect losses)
	· Project delayed

· Financial loss

· Loss of knowledge in respect to key aspects of the project part way through the project
	· Tender documents require Contractors to provide methodology to ensure continuity of service for the duration of the project, transition in and out approach and resourcing strategy. This will be assessed during the evaluation. 
· Service level agreement and financial penalties imposed if contractors fail to meet service levels.
· Progress meetings as part of contract management.
	Financial (2) about $500k

Reputation (2)

Project (2)

Tech (2)

Legal (2)


	Possible (2)

(at an individual agency level)
	Moderate (4)
	$1.5 million

	16
	Insert any additional risks that may arise in your procurement
	
	· 
	· 
	
	
	
	


[image: image1.emf]Risk Analysis   Each  Public Authority   has a set of  risk reference tables , which allocate descriptors to  levels of likelihood and consequence. The risk reference tables will also contain a mat rix  that combines the likelihood and consequence to allocate an overall rating for EACH risk.    Using a  Public Authority’s  specific risk reference tables allows the procurement risks to be  seen in the context and language of the risks the  Public Authority   f aces across its entire  business.  It is for this reason that generic risk reference tables and descriptors  should be avoided.   Each  Public Authority   has a  risk coordinator   who will be able to provide a copy of the risk  reference tables.  The Risk Coordinator  will often , though not always,   be someone within  the  Public Authority ’s Corporate Services area.  If the  Public Authority   is unable to  ascertain who their risk coordinator is, c ontact RiskCover  for assistance.    CONSEQUENCE RATING      A  risk   that eventuates m ay impact a  Public Authority   across a number of different areas,  to a greater or lesser extent. When analysing the  consequences   of a risk event, a  Public  Authority   needs to consider the level of impact (1 to 5) in relation to each of the  consequence catego ries defined in the   Public Authority’s   own  Consequence Rating  Table .    For example, a risk may have an impact of 5 for  ‘f inancial  l oss ’   and 4 for  ‘re putation and  i mage ’   and little or no impact in the other areas. Both ratings may be recorded, as this  demons trates that your consideration of the risk has been thorough.    When selecting the  c onsequence  r ating, this must be done taking into account the existing  controls for the particular risk.  For example, if considering the consequence of a fire in a  building w hich has, and will continue to have,  effective controls to stop fire spreading from  one room to another, the maximum probable loss is the maximum value held within a  single room, not the entire building.   For  i ndemnity and  i nsurance   purposes, we need to ens ure the  c onsequences   are  quantified in  f inancial   terms to enable us to establish the  maximum  probable   l oss   value  which will be used for setting  i ndemnity and  i nsurance limits.   The  Public Authority   representative, using their knowledge of the product and/or   service and the  Public  Authority   environment,   must make its own estimate of the financial consequences to  determine  maximum  probable   loss .     LIKELIHOOD RATING   The   l ikelihood rating  describes how likely it is that a risk will eventuate with the defined  cons equences. Likelihood can be defined in terms of probability or frequency, depending  on what is most  appropriate   for the  Public Authority ’s purposes.   CALCULATING THE LEVEL OF RISK   The  l evel of  r isk , or  r isk  r ating , is calculated by multiplying the consequen ce and  likelihood ratings. For any risk, there may be a number of different consequence/ 
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